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CHAPTER 7

INFORMATION TECHNOLOGY MANAGEMENT

Information technology is unique compared to other technologies. Improvements in capability are moving at an astonishing rate, as is the cost of implementing these improvements throughout Army installations. The ability to manage information and its technologies effectively and efficiently will be of paramount importance to twenty-first century installations and the forces they support. Real-time requirements rapidly communicated to support critical missions to the supporting base will be a major challenge for installations of the next century. This chapter discusses some fundamental issues that installation commanders will need to analyze and address in order to provide required support and some tools to help them do so.

Keeping Pace With a Changing Force

7-1. The Army vision requires transformation of our current force to the objective force. The Army will develop enhanced capabilities for the objective force by combining the integration of information technologies with advanced simulation and technology (S&T) still under development. Digitization is a driving factor in redesigning mechanized divisions to be more deployable while maintaining lethality. Along with digitization, development of logistical command and control software and systems to expedite deployment and ensure integration with joint service systems will be accelerated. Much of the technology required for transformation is still under development and funding of these systems remains a large hurdle for the Army. Nevertheless, the Army is selectively procuring and fielding a suite of systems designed to tap the potential of digitization. 

7-2. Installations will support digitized forces through technology infrastructure. Garrison commanders need to understand the role their particular installation plays in supporting the objective force and plan for infrastructure changes accordingly. Putting new systems in place, maintaining them, and supporting the training of soldiers to standard on new systems will be major items of business for garrison commanders. 

Information Management Support Council

7-3. Currently, every installation should have this high-level committee comprised of key leaders that meets regularly (usually quarterly) to discuss information management needs, prioritize requirements, and plan for improvements. This council is necessary for new-century installations, as well. Although the focus is usually automation needs like computer labs/classrooms, lifecycle replacement, computer upgrades for unique program requirements, etc., other areas considered are audio-visual equipment improvements and upgrades, and infrastructure improvements to support advances in building connectivity.

7-4. The DOIMs are usually members of these committees. However, the installation senior leadership and key decision-makers do not give this important forum the attention it deserves unless the garrison commander assumes a personal interest to effect change. The right people participating in this forum can prevent poor productivity. Garrison commanders must ensure the infrastructure requirements are addressed by considering the following:

· Will the infrastructure support proposed additions or upgrades?  Include additional power and HVAC requirements if a lot of equipment is being added like a new computer lab, for example. 

· What is the impact on overall network connectivity?

· What is the added workload to the staff for system administration, repair, and maintenance and is there a training requirement?

· Are functional software systems such as SPS, SIDPERS-3, etc., being fielded with the necessary hardware as they should be?  Is the program manager funding the infrastructure upgrades needed to support the functional system being fielded?

7-5. Garrison commanders use these councils to answer questions and integrate problem solving across the range of functional needs for information management systems. 

Record Keeping  

7-6. Due to its unglamorous nature records keeping is often one of the lowest priorities within the DOIMs. Garrison commanders should determine if records are purged regularly to eliminate unnecessary or outdated storage. Generally it is best to try and get out of this business as much as possible by eliminating functions that have been initiated at other locations. For example, consider eliminating stocking a publications warehouse since the Army has its publications on a web site. Minimizing this function allows resources to be shifted to more critical areas of information management.

Voice/Data Network Management  

7-7. With increased use of the INTERNET comes increased abuse and improper access to unofficial web sites. Installation and MACOM policy must clearly identify authorized and unauthorized usage of government equipment for INTERNET access as well as telephone usage. Management tools such as Little Brother (data) and Telemate (voice) can be used to manage the networks. They cannot be used to monitor or target a specific user unless it's part of an ongoing investigation by the appropriate authorities such as CID. Some considerations that garrison commanders need to address are:

· Are unofficial INTERNET sites blocked to prevent unauthorized access?

· Are users reminded regularly about inappropriate use of government computers and phones for unofficial business?

· Are supervisors reviewing phone logs and holding violators responsible for unofficial long distance charges?

· Are unnecessary telephones removed or deactivated when no longer needed? (For example, on empty offices and desks, or multiple lines on one desk.) Be aware that there is a cost associated with just having a phone line active. Deactivation permits better use of available resources as switchboards become saturated.

· Cellular telephones and pagers are often not funded in the budget. Since installations must fund from within, usage should be kept to absolute minimum. Who is the approval authority for cell phones and pagers to best manage usage and maximize contract options? (For example, centralized contracts.)

Standard Levels of Service (SLOS)/IT Metrics 

7-8. Some areas for garrison commanders to consider are:

· Is the DOIM using SLOS/IT metrics to determine performance criteria and measure performance?  

· Are standards for network and e-mail availability established and data collection regularly accomplished to provide decision-makers meaningful input?
Training 

7-9. Perhaps in this area more than any other, Garrison Commanders must ensure that technical training is a major ingredient in their human resource plans, that it is ongoing and adequate. Even a slight lapse in an otherwise aggressive training program will result in lost availability of critical systems.

linkages to principles

7-10. Visionary leadership. The information technology arena is the epitome of change. Leaders must understand this characteristic and keep pace with the changes in information technology. The installation management support council can serve as the forum for visionary leadership in this area. 

7-11. Continuous improvement and learning. Because of the rapid changes in information technology, organizations must continuously update their skills and assess new opportunities for learning. Voice/data network management, record keeping, and development of metrics are only three topics for continuous improvement. Others must be developed by the installations themselves. 

Summary

7-12. Like present-day installations, installations of the future will have similar concerns and issues for managing information technology effectively and efficiently. Sure, there will be new technologies that will change the way we now do business at installations. However, sources and what priority senior decision-makers give to IT products and services will both drive an installation's overall IT capability. It is important to remember that a common sense approach to the basic tenets of performance management within the high-speed, expensive world of technology can pay big dividends by reducing wasted resources and improving capability.
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