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1 Overview

1.1 Welcome To Comanche RMCS

The Comanche RMC System represents the State of the Art in Remote Monitoring and Control,
providing a combination User Friendly Software and Military Grade Hardware affording maximum
flexibility to perform the simplest monitoring tasks to the largest scale monitoring and control operations.
This is accomplished using the same Comanche Software for both routine applications, such as
monitoring rectifier outputs and reference electrode potentials to those very complex installations at
major international airports which require monitoring the outputs of hundreds of anodes and dozens of
reference electrodes as well as controlling the rectifiers, sump pumps, et cetera.

The following is an overview of Comanche Remote Monitoring & Control System.

1.2 Software Features

Operating System
The Comanche® RMC Software is PC based, running on Windows 98, 2000, NT (or latest version)
and does not require any specialized programming skills

Operating Protocol:
The Comanche RMC System has a “International Standardized Data Protocol Specification” as
defined according to IEC 870-5 respectively EN 60870-5 with a Hamming distance of 6 (as a measure

of data integrity).

Operating Method

The Comanche RMC System works automatically without requiring the attention or time of person-
nel. Once set up, the monitoring and alarm functions operate automatically without requiring personnel
to be present. The remote monitoring and control system automatically notifies personnel via facsimile
and/or text pagers in a sequence that can be determined by the user.

Help System
The Comanche RMC System Software has context sensitive help files at all levels of the program.

Instructions for all of the basic and advanced functions of the software and hardware are included.

System Visualization

The Comanche Software communicates technical processes through visual images, maps, drawings
and photographs. The Comanche RMC System’s visual presentation utilizes OLE technology (Object
Linked Embedding) allowing images created in CorelDraw!™, Lotus Freelance™, or similar graphics
packages to produce the computers on-screen graphical interface. Access to the specific processes or
values can be made directly from the image, such that it opens a command window.
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Alarm Management System
The Comanche alarm management system will automatically initiate calls to and from the remote in-
stallations and the master computer station.

The Comanche alarm management system has eight priority levels. A higher level alarm will override
communications to the master station of lower levels. Digital monitoring channels have full alarm capa-
bility and analog monitoring channels have both full alarms and full warning capabilities.

Alarms and/or warnings detected by the hardware module, at the site, generate automatic calls to the
master computer station.

Alarms received from the hardware field module will initiate, at the master station, a set of on screen in-
structions. These instructions are the steps necessary to be taken to resolve the alarm condition. The
Comanche Alarm Management System provides a pop-up note screen to document actions taken,
and by whom, that automatically becomes part of the permanent record of that event.

Message Management System

The Comanche RMC System provides a “Graphical Link” for all of the incoming messages. lllustra-
tions are able to be accessed from the message center and provide detailed data about the equipment
which can include wiring schematics, installation notes, installation drawings, photographs, current val-
ues and diagnostic data relating to performance of the equipment.

Messages become permanent records and additional notes can be added to any incoming message
at any time, which also becomes part of the permanent record for that message.

The Comanche Message Management Software Module has the ability to filter all incoming mes-
sages so only those messages that the user wishes to view can be visible on the incoming message
screen. This filtering process still allows all other messages that are coming in to continue to be re-
corded for view at a later time. The Message Management Software Module also has the ability to sort
all messages that have been recorded and archived for review in a format determined by the user.

Personnel Management System

The Comanche RMC System provides the ability to organize all interested personnel, at all levels of
the company, in a manner that allows alarm and warning messages to be sent automatically and/or
manually to the responsible person, or persons, at the right time in the correct geographical location.

The Comanche Personnel Management Software Module maintains a data bank of personnel, their
work schedule, their on duty schedule, their time off, vacation time and work away from the office
schedule. Using this data bank the Comanche System is able to send text pages and/or facsimiles to
any combination of people or equipment that has been predetermined by the user. These messages
sent include exact information regarding the cause of the alarm and it's specific location.
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Hardware Management System
The management of field hardware through the software shall consist of the following four elements:

Monitoring - Control - Counting - Diagnostics.

Monitoring - The Comanche RMC System has the full capability of monitoring automatically and/or
manually both digital and analog functions of any field equipment that provides an interface. This would
include but not be limited to: temperature, pressure, smoke alarms, burglar alarms, lighting systems,
status of valves on or off, control valves, flow rates, density, humidity, gates, doors, soil resistance, soil
pH, structure to soil potentials, strain gauges, tank levels, voltage, amperage, boiler pressure, water &
hydrocarbon leak detectors, et cetera.

Control - The Comanche RMC System has the full capability of controlling automatically and/or
manually both digital and analog functions of any field equipment that provides an interface. This would
include but not be limited to: the control of temperature, pressure, smoke alarms, burglar alarms, light-
ing systems, turning valves on or off, operating control valves, increasing or decreasing flow or humid-
ity, opening and closing gates and doors, changing structure to soil potentials through auto-potential
rectifiers, tank levels, voltage, amperage, boiler pressure, regulators, et cetera.

Counting - The Comanche RMC System has a full-featured counting system that automatically and/or
manually record, not only an event, but also the duration of that event.

Diagnostics - The Comanche RMC System has the full capability of performing diagnostics on re-
mote field equipment automatically and/or manually to determine their operational status.

Security
The “Comanche RMC System” has a security system, working continuously.

The first level is software driven and has a multiple level password structure, which enables personnel
to have different levels of system access and control. The second level is hardware driven requiring a
Dongle to be in place at the master station at all times for general system access. Absence of the
Dongle denies access to the system.

Data Compatibility
The Comanche RMC System data is compatible with major database and spreadsheet programs such
as Excel, Lotus 123, Quattro Pro, dBase, Access, Approach as well as custom programs.
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1.3 Hardware Features

Primary Enclosure

The primary enclosure is high impact plastic impregnated with carbon black to provide the first level of
ultraviolet protection. Additionally ultraviolet inhibitors are used in the manufacture of the primary en-
closure. The primary enclosure is water, moisture and dust proof to an IP65 rating.

Operating Temperature
The Comanche RMC System hardware has a continuous functional operating temperature range from
-40°Celcius to +85°Celius ( -40 Fahrenheit to +185 Fahrenheit ).

Channels

The Comanche RMC System hardware, in the field, is capable of remote monitoring and controlling of
both analog and digital functions. The field hardware has a mother board capable of receiving a mini-
mum of 32 channels and expansion to 480 channels, allowing multiple rectifiers and other devices to
be monitored and controlled utilizing a single communication source. Configuration of all hardware
functions is only done at the master station in the office location, not in the field. All the channels are
capable of continuous two-way communication with any other channel in any combination.

All channel sets have their own microprocessor and are electrically isolated from each other — there is
no common ground between channels or other electronics in the Comanche hardware.

Each channel has both Electro Static Discharge (ESD) & Electro Magnetic Protection (EMP) Surge
Protection as well as a Master Surge Suppressor (MSS) protecting the entire module from massive
surges.

All channels have full memory retention capability when power to the hardware is terminated. All of
the established settings and protocols are maintained and there is never a requirement to re-enter any
information. When power is lost the Comanche RMC System will not allow current discharges into any
appurtenances being monitored or controlled.

System Power
Hardware is capable of using power sources that would include commercial power with ratings ranging

from 110-120 volts AC 60hz to 220-240 volts AC 50/60hz single or three phase as well as solar and
battery power. The operating voltage is 12-24 Vdc and the power consumption is less than 15 watts.
The Comanche RMC System may utilize an uninterruptible power source (Battery Backup).

Installation Features
The Comanche field-installed modules have both colors coded analog & digital connectors and color-
coded function connectors.

Communications and Communication Formats

The Comanche RMC System works with a broad range of communication formats including telephone,
cellular, digital cellular, satellite, radio, or hardwiring, all of which can be mixed in any combination. The
master computer station software is capable of operating ten (10) modems and/or facsimile units si-
multaneously to support the remote monitoring and control system’s communication activities.
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2 Main Station Hardware Setup

To be able to establish connections with remote monitoring and control devices, at least one modem
must be connected to the Comanche main station. This chapter describes the actions required to install
and set up modems under Windows 98, 2000 or NT operation systems.

2.1 Connecting the modem

Connect the modem to a free serial port (RS-232C or COM port) of the main station PC. If unsure,
read the documentation supplied by the modem manufacturer. Standard PCs are equipped with two
COM ports labeled ‘COM1’" and ‘COM2’. COM1 should be reserved for the mouse; COM2 should be
used for modem communications.

2.2 Auto-detecting the modem

Windows 98, 2000 or NT offers automated modem de- — E=uslatEs —
tection and diagnostic features. To use these, click 3 2]
Start/Settings/Control Panel: = e e
To install a new modem, double-click on the ,Modems" R = o
icon and let Windows detect and install the modem. ™ S

Make sure that the modem is switched on and properly D % 2 £ R
connected. After the modem has been detected and in- oo
stalled, Windows tells you about the modem’s COM port: 2
“The following modem was found on COMZ2: ...“.

14 object(s) v

Windows 9x Control Panel
Make sure the modem is switched on. Click on Modems/Diagnostics,

Inkermipt:
Addiess:

UART
Highest Speed

select COM2, and then click on Details. Windows will run the diagnos-

2F8
INS 8250
192K Baud

Identifier. Ul

~ELSA MicroLink 2460TL 2480PC—————————————————

INIMODEME3FOFERS

Ver, 1.01 vom 12.10.93
BO ED L2 M1 QO V1 x4

$D0

ZB2400  ZC3 %D0 ZE1 %GO %L

&C1 &D2 &G0 LLO MO &R0 &50..
M0

|

Modem Diagnostics

tics and show the results of the query.

If auto-detection or diagnostics fail, consult the manual that was shipped
with the modem. Modem manuals include a very detailed section on
setting up and connecting the device to the PC as well as a checklist on
error analysis. If you can not fix the problem yourself, ask a technician,
the modem dealer or the manufacturer for assistance.

2.3 Printing The System Summary

Printing the system summary is a vital part of setting up an RMC Sys- B
tem, as it will ease computer diagnostics and fixing problems with both
hardware and software. Click on Start/Settings/Control Panel, then  [FZtn.
double-click the System icon. §

]

From Device Manager, select Print/All devices and system sum-

mary and print it.

: g ELSA MicroLink 2460TL & 24B0PC
0

ritor

munications Port (COM1)
fions Port (COM2)

I oowlerzzz
S

? -

o
ol

System Properties

® Registered trademark of BORIN Manufacturing LLC

Page 8




Comanche® RMC System Software Manual

3 Installing the Comanche Software

3.1 Starting the Setup
Run the program SETUP.EXE from the Comanche installation disk #1.

3.2 Installation path

Any hard drive or network drive path may be en-
tered here, but C\COMANCHE is the re- % Comanche RMCS will be installed to the

commended setting. following directory:

Path: |C:\COMANCHE

Setup will create the destination directory and all it's
sub directories.

Cancel Help

Path for new installation

3.3 COM Port Selection

Check the COM port that the modem is con- =TT |
nected to.
% Please select which COM ports
Comanche may use:

Recommended settings are:
COM1 = mouse
COM2 = modem I'Hse COM1

If you are using the recommended settings, un-
check “Use COM1* and check “Use COM2“. oK Cancel Help

.. COM port selection
3.4 DigiBoard™
A DigiBoard is a multi-port serial interface adapter that adds another four to ten serial communication
ports to a main station computer. This is needed only for large numbers of Comanche RMC installa-
tions and requires special installation and configuration steps to be carried out. It is safe to check “Digi-
Board is not installed* here.

3.5 Configuration disk

When asked for it, insert the configuration disk into the floppy drive and click the “OK* button. Though
the configuration disk is needed for the setup process only, it is a vital part of the Comanche Software
as it determines the RMC software’s capabilities. Both setup and installation disks should be kept in a
safe place after setup is finished.

3.6 Completing the Setup

When setup asks you to restart Windows, click “OK*, shut down Windows and shut off the main sta-
tion computer. Then, attach the Dongle to a printer port and switch on the computer. When Windows
is up again, the Comanche RMCS Software installation and setup is complete.
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4 Configuring the Comanche Software

4.1 Starting Comanche

Comanche related software and tools are lo-  [FItm o= H=] E3
cated in the Comanche RMCS program File Edit “iew Help

group. To start the program, double-click on

the Comanche RMCS icon. % E‘p

After Comanche is started, it will ask you to Comanche RMC System
enter a user ID and a password to gain ac- Visualization Messages

cess to the system. @ @ %

Comanche BMCS

Default Iogin: Comatche Help Misualization Help Maintain RMCS

Data Baze
User ID : SYSTEM
Password : start

|'I objectz] selected |2E|B bytes i
Comanche Program Group

4.2 Comanche Main Panel

The Comanche Main panel Show Site VWorkgroups Passwords Acknowlege
offers all of the tools you “Worksheet parameters & Calendar soud alert

need to fully administer a
Comanche RMC System.

Comanche RMCS
File |%iew Edit Setup Help

=
Feady W

To start a Comanche pro-
gram function, single-click

on the function’s icon. Message Survelllance Modem  Lock RMGCS
list seftings  Configuration

4.3 Adding Modems Comanche Main Panel

The first step in configuring the Comanche soft-
ware should be editing the modem configuration.
To add a new modem, use Comanche’s drag &
drop feature to pick up a Modem of suitable type
(fax or process modem) and place it on a COM
port symbol. Grayed COM port symbols can not
be used for Comanche communications pur-
poses.

=)

‘ COM1 com2 COM58 COMZ-12

Bk

Adding a new modem
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4.4 Configuring Modems
After adding a new modem, the modem configu-

ration box will open. You can select the modem [ ™"
. : Modemtype: [ TTCS . - |
type from a pre-configured type list or enter user-

. . . nit. sequence: |AT &F &50:C1&D2 EOV1 AID
defined settings. You also have to verify the mo- i somence: |
— Dial Calls ‘

dem dialing parameters (tone / pulse dial I — {amm lterent
. v internal:
method) and the intended usage of the modem Job

. . . . . [ extemnal: IW
(dial-in and out or dial-out only, enabling it for [rp ¥ Pager [V Fax ‘
process communication, paging and fax). Click [ *oot" T

“OK*“ when you are finished. o0 = Cancel_|
Modem configuration

4.5 Modem Init Sequence and “AT“ commands

The modem init sequence is a command the Comanche software uses to properly initialize a remote
control and monitoring modem. Virtually all modems sold today claim to be “Hayes compatible®, which is
only true for a very limited subset of the original Hayes modems “AT command* functionality. A good
starting point for a proper initialization string therefore is to use “AT* commands that should be common
to all modems:

AT &F &S0 &C1 &D2 EQ V1

These modem commands are intended to achieve the following modem settings:

&F ; Reset the modem to factory defaults

&S0 Set modem’s DSR signal to be always active

&C1 Modem’s DCD signal is active during an established connection

&b2 Modem’s DTR signal going inactive will cause the modem to hang up
EO ; Modem will not echo (repeat) modem commands

V1 ; Modem will return alphanumeric answers

Ensure that the “&F* command also activates the modem’s “bi-directional RTS/CTS hardware hand-
shake". This is required for proper modem communications!

4.6 Dial settings

To be able to dial up remote installations, facsimile devices or pager services, the Comanche software
must know how dialing out has to be performed:
If the modem is connected to a regular (dedicated) phone line and is to use the tone dial method,
the appropriate dial-out command should be: AT X4 DT
If the modem is connected to an internal phone system and needs to dial a ,9 to get an outside line,
the dial-out command has to be: AT X4 DT 9
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5 Setting Up Sites

5.1 Creating a new Site

From the Comanche Main Panel, mmgmwes =
select File/Create/Delete Site...,
. . g Search Hame
then click the “Create Site* button of Site name IT_“"’ et |
H . . omanche Training Seminar v Comanche 8268
the “Site Selection* window. Then IV Comanche Training A
. e Europaallee 16, 67657 Kai ] omanche E| - 5
enter two lines of text describing the ! - Comanche ARROW Delete Ste
remote installation. You can chose ~
between three Types of Sites: The [ ok |  Cancel o
Comanche Chief, Comanche Elite o |
and Comanche Arrow (see 5.4). Creating a new Site
Click the “OK* button when you are finished.
5.2 Editing Communication Parameters
Installation  Edit Station Contact Type  Datalogger  Command Help
]zl 7] s8ls] | = [an EH [EEE
T : :;“ Inst. IlE:om]alr‘lj::E%:_;I'Sl?a'i(ni_rlg Seminar. ’_ 1—8’_ l_ l_ l_ l_ l_ l_ ’_
Id: EMO1_000000 |_ s [ [
| i | Type | Name I Yalue I Range *
Communication Parameters
> " Show cument comunicalion parameters Station: 1
& Edit values LCopy current values Id:
3 — Setlings to Site — Call zeq
4 Password: lxlarlup— Number Delay
5 Phane no. of Site: [303z000 1 [1stNumber =] [0 | [Minutes =]
6 Modemgroup: |Defau|l LI‘ 2 |lsl Humber j‘ |1_ |Minulesj|
7 ¥ External _ |s0 sec. 3 |13[ Number j‘ |2— |Mi""'lesj|
8 ¥ Set Device Time flold Line- [ Perm: 4 |“‘t Humber LI‘ |5— |MinulesL||
a - Settings for Site Modem 5 [1st Number =] [10 [Minutes]7]
Modem Init: IAT &F \J0 S0=1 & |'Isl Humber j‘ lF |Minulesj|
n Modem Dial:  [AT X4 DT Z [1st Number [~ |1_ [Hows =]
:]2 Phone No. 1:  [3108221001 & [1st Number jHT [Hows =]
] Phone No. 2: (3108221002 ’Tl Cancel | T | Iil
[FReady TOFT T

On the Comanche Main Panel, click on the “Edit site data and parameter” icon. From the “Site Selec-
tion“ dialog, double-click on the new site you have installed. From the “Comanche RMC System Site
Editor“, select Edit Communication Parameters and click “Edit values”.

Entries in the “Communication Parameters* window concern different parts of the Comanche system:
The “Settings to contact Site” group contains information for the Comanche software.
The “Settings for Site Modem” and “Call sequence” groups contain information that will be sent
to and used by the Comanche hardware. To be valid, this information must be sent to a remote in-
stallation by a Send System Parameters call. This will be explained later.
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5.3 Communication Parameters Reference

Entry Explanation
Password The password that will be used for authenticating access.
Phone no. of Site The phone number to dial to connect to the remote site.
Modem Group The modem group to use to establish a connection.
If selected, indicates that the site is not connected to an internal phone
External
system.
Set Device Time Whenever calling the remote site, send it the current date and time.

The minimum duration the Comanche software will keep up a connec-
Hold Line tion to the site. Selecting Permanent will hold the line forever! This
should be selected for testing reasons only!

Modem Init The initialization string the remote site’'s modem will use.
Modem Dial Modem commands required to dial up the Comanche main station.
Phone No. 1/No. 2 Primary and secondary telephone number to call the main station.

If a module fails dialing up the main station, it uses the call sequence
settings for further dial-up attempts. 1st Number and 2nd Number refer
to Phone No. 1/ No. 2. The Delay value sets the time to wait between
two subsequent calls.

Call Sequence
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5.4 The three Comanche-Types

The three Comanche types, Comanche Chief, Elite and Arrow, differ only in the Site Editors. At the
Site Editors of the Elite and the Arrow the contacts are strictly fixed. They are defined for special hard-
ware, namely for Comanche Elite Series and Comanche Arrow Series.

You can only change the ranges of the components.

m[iomanche RMC System Site Editor [X]
Installation Edit Station Contact Type Datalogger Command Help

=] (Bl 18[e] [station 1 =] [an Activated ENEEE
I i #1 C Training 5

Eropaall ;5,5?55?r' ki ,_ Elite
Id: BMO1_000001 |_

i Type Mame Yalue Range
Rectifier output, voltage

2 AM Recifier shunt. current 000 0,00 ... 102.00 m¥
3 AM Reference cell. potential 0.00 0,00 ... 4096 Y

4 AC Analog control. voltage 0.00 0.00 __. 10,00V

5 DM Elite module. 5. digital itori h | oFf On / OFf

B DM Elite module, B, digital itori h | oFf On / OFf

7 DC Elite module, contact 7, digital control channel oFf 0On 7 Off

|Ready 0/o

Comanche Elite Site Editor

m[ﬁnmanche RMC System Site Editor [ %]
Installstion Edit  Station Contact Type Datalogger Command Help
[ea]£ ] 4B[6] [station 1 =] [an activated = EEE
| llati #3icC he Trainig Seminar,
E llee 16. 67657 Kaisersl Arrow

Id: BMO1_000002

i Type Mame Value Range

AM Rectifier Dutput Amperage. current i 0,00 ... 100,00 m¥
2 AM Pipe to Soil Potential, voltage 0,00 0,00 .. 4.00¥

|Ready [2/10

Comanche Arrow Site Editor
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Etomanche RMC Spstem Site Editor [<]

Installstion Edit Station Contact Tppe Datalogger Command

=] ][] 18]5] [station1 =] [an R EE

Help

Installation: :Z” Inrsl, Enm]a:’cggs'lg;'i(ni_ng Seminar. ,_ T
Id: BMO1_000000 ’_ 9-15|— ’— |— |— |— ’— |—

# Type Hame

Yalue Range

o]
[2ro

Comanche Chief Site Editor
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5.5 Editing Site Setup
Here, you have to select the number of stations a7 st Comanche Treiing Seminar
the site consists of, and which stations are E 14 GrosTKa T
equipped with a datalogger. LafaHo1_000000 e |
The example shows a site that consists of two T
. . . . . [ Station 1 I Station 2 " Station 3 I” Station 4 " Station 5
stations. Station #2 is equipped with a datalog- [ Datalooges ¥ Dataloager D I Dotologger I~ Datl
™ Station 6 ™ Station 7 ™ Station 8 I Station 9 ™ Station 10
ger. I Datal I Datal b I” Datal I Datal
™ Station 11 [~ Station 12 [ Station 13 ™ Station 14 [ Station 15
I Datal I Datal (ml} I Datal I Datak
Site Setup

5.6 Editing Contacts
From the installation editor, select

tor
Installation Edit Station Contact Type Datalogger Comman
EIEEE|E [station1 =] [an 5]
113 . 1% “ “
Sta“on 1 and A” (ContaCtS) . Then nstallation: B Koot [ remmE e
1d: BM01_000000 ’7 oL el el

double-click on the contact number = e
you want to edit, and select the correct p
type and contact information. The type
you assign a contact must correspond
to the remote site contact’s type.

KNI »
. . , [Ready 2o
The site editor’s toolbar features a se- Select a Contact Type

lection box for the station number you

want to edit. It also features a contact menu, from which you can select the contacts to be displayed:

- All lists the maximum number of contacts the station could be equipped with, regardless whether
they physically exist in the corresponding station. Selecting the “All” option is required for adding
new contacts to a station.

All activated lists the station’s contact’s that already have been activated. This is the site editor's
default view.

Digital monitoring, digital control, analog monitoring and analog control list all activated con-
tacts of the corresponding type.

Editing contact types is in several ways very closely related to a Comanche remote module’s internal
hardware organization. If a Comanche remote module has digital and analog channels, they are al-
ways organized in physical groups (blocks):

Channel type Number of contacts
Digital input 4
Digital output 4
Analog input 4
Analog output 2

Channel types & numbers of contacts
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Therefore, if contact #1 is assigned to be a digital input, contacts #1 through #4 will all be digital inputs.
The next selectable contact of a different type then would be contact #5.

Having selected the
contact type, the
“Edit Contact® dia- Mame:
log will ask you for
the desired contact
name and units.
Here, you should
enter a brief de- Edit Contact
scription of the de-

vice being monitored or controlled as well as entries for the device’s units and/or status (Gallons, On,
Off, OK, Alarm).

Edit Contact

Idigilal monitoring channel Cancel

i

Unit [On) I Unit [DfF): I Help

An example for an (RIS
analog name, units
and values is:

Mame: Gasz Tank Level, Exxon fuel statio
|2?43 Warwick RBoad, Tayelle W Cancel

i

Unit IEaIIuns Help

Range: 0.0 - 120000

Analog contact name, unit & range

5.7 Dialing up Remote Sites

At this point, the Comanche soft-  EIIZIIEER
ware has received all the informa- {‘ d State

Mo command active

tion needed for establishing a com-
munication with the remote site.

— Select Station for C: d

From the ) Slte Edltor’ SeleCt Com- ¥ Station 1 [ Station 2 = |Station 3] i Send Parameter : Reset BKM

mand/ Slte Com mands' |n the I~ |Station 4 = |Station 5 I~ |Station B Read Parameter Reset Station

window Site Commands, check the [ siationz [ Station8 [ Station 9 T | e

stations you want the commands " Station 10 I~ Station 11 [ Station 12 Enable Comm. Cloar BKM Data

belng Sent tO, then C“Ck Send Pa' MiStation 13 [iStetion 14 [lStation 15 Disable Comm. Clear Station Data
[ All Available Stations

rameter. The Comanche software = e | [ |

will dial up the site and upload the
settings to the remote modules.

Cancel cunent command | Fequest Station State |

0K ] Help |

After this is finished, you have suc-
cessfully tested dialing up a remote
site, and the Comanche remote module has received the basic communication parameters. The final
step in the first time configuration of the Comanche software will now be ensuring that the site is able
to dial up the main station.

Site Commands
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Installation Edit Station Contact Type Datalogger Command Help
[ @) 1836 [station1 =] [an BN A
1 llati #1 Inst. Comanche Training Seminar, 1800 ’— |— |— |— |— |—
Europaallee 14, 67657Kaiserslauter
Id: BMO1_000000 gas[ [ [
# Type Hame Value Range =~

10
n
12

iy of]

[Ready 2710

Click Callback to #1 in the Site Commands window. This will tell the Comanche software to send a

callback request to the remote site. The remote site will then initiate a call back to the main station after
a short delay.
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5.8 Site Commands Window

The Site Commands window offers a couple of options that will be sent to the selected stations.

Site Commands | x| |

Command State

Mo command active

— Select Station For Command

[ Station1 [ Station 2

[T |Station 4. [T | Station &
[T |Station 7/ [T | Station &
= |Station 100 [T | Station 11
[T |Station 12 [T | Station 14!

[ All Available Stations

I |5tation &
= |Station B
= |Station 9
T |Station 12
= |Station 15

Fancel curment command

— Command

Read Parameter

i S5end Parameter :

Rezet BEM

Reset Station

Get all Readings

Reszetcounter to 0

Enable Comm.

Clear BKM Data

Dizable Comm.

Clear Station Data

Callback To #1

Callback to #2

Hequest Station State

1] 9

Help

Site Commands

Selecting All Available Stations will work for the Send, Read and Callback commands only.
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5.9 Installation Commands Reference

Command

Action

Send Parameters

Send the communication parameters to the site.

Read Parameters

Read the communication parameters from the remote site.

Get all Readings

Read the values of all activated contacts of a selected station.

Enable/Disable Comm.

Enables/disables communication with the selected station(s). This is
for diagnostic purposes only.

Callback to #1/#2

Requests the remote site to call the main station on phone number 1
or2.

Reset BKM

Restarts the communication module’s software. Sending this com-
mand usually is not necessary.

Reset Station

Restarts the station module’s software. Sending this command usually
is not necessary

Clear BKM data

Clears any data the communication is currently holding. Be extremely
careful sending this command to a site!

Clear Station Data

Clears any data the station is currently holding. Be extremely careful
sending this command to a site!
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6 Alarm Planning

6.1 Names and Phone numbers

The Comanche Software features an automated alarm system which alerts individuals in workgroups
pre-defined by you. Click on the Edit workgroups and calendar icon on the Comanche Main Panel.

The Names and Phone numbers
windows lets you enter a list of any

staff members who will be capable
of handling an alarm. Any staff en-
try in this window should be as-

ECCLEEN ) e for & new person

Anette Philhs

Hame. Eurosignsl Mo, Cityruf Mo
John Waters 3108220123

Busk Pendletan 3108220124

Telefaz Mo, Remarks

3108220130 Fipe technician 7
3108224567 Pipe technician

Manager

brief description of the staff mem-
ber's duties.

?

i

&=

m=p]
; . e I
signed his/her personal facsimile _—
and pager number as well as a

1]

185

6.2 Workgroups

Staff members can be organized in workgroups related to the as-
signment of responsibilities of the staff members.

To create a new workgroup, click on the Create New Workgroup
icon and enter the new workgroup’s name. Then, choose the work-
group’s staff members by clicking on the blank member lines. All
people that were entered in the “Names & Phones numbers” win-
dow can be selected for the new workgroup.

Names and Phone numbers

Create New Workgroup

 HHEE

el

/

Mame Eurosignal Mo.

Anette Philbs

EHE " orkgroup planning [ =]

ok

Stew, \?I) Create first wmorkgioup
L -

Creating Workgroups EMBED

L] =

ﬁ* Mame of work group  Corrosion 1

Mame Eurasignal Cityruf Fan Fiemarks

Anette Philbs 312936714 312385318 Suppart

Steven Fears B20THE312 B2075E316 Manager

=]
I

Workgroup ,Corrosion 1

oo

=

008
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6.3 Calendar Planning

Having assigned staff to a workgroup, it is possible to divide the workgroup staff into Emergency
Groups, subgroups of the workgroup with shift changes according to daytime and calendar date.

To create an Emergency Group, click on the Create Emergency Group icon.

9 Time planning of emergency groups
]
Wiinrk Group: Corrosion 1 Change of shifts 09 . ad Group 172
D Mame: Selection Time FRemarks oog
Anette Fhilbs City Fax 03 00 -2 00 Support ,T’? -
Stewen Rears City Fan 21 .00 .09 00 Manager ’T’?
00, 00 .00, 00 BE
00 . 00 .00 00 [ [R ﬂ
i
Check [ < 1 [ = ]

Tirne scheduling 19961957
Mouember MNouvember Mowember Diecmber Diecmber Diecmber Decmber
week : 7 11 13 17 43 11 1] 11 81
21 022 23024 25 26 27 28 28 301 2 3 4 5 B 7 8 4 10 11 12 12 14 15 16 17 18 13 20 21 000
Group 1 II||||IIII||||II||||II||||II|||i‘
Group 2 e e e s e o v vy
S e e e e o 4
e e s e e e e .
[ === ] [ =< | [ = 1 [ = 1 [ == ] [ === 1"

Emergency groups & Calendar

To assign a new emergency group member, click on a blank line and choose a new member from the
workgroup’s staff list. Emergency group members can be set active or inactive due to illness or leave,
and reserve staff can be assigned to inactive persons.

By making use of the Time Scheduling feature, duty cycles for different emergency groups can be
planned according to the Emergency Groups Calendar.
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7 Process Communications
7.1 Contact Types

Etomanche RMC System Site Editor [<]

Installation  Edit  Station Contact Type Datalogger Command

S) (85] [smion 1] w7

Help

Installation: #1 Comanche Training Seminar, 18| |— |— |— |— |— ’— |—
Eurcpaallee 16, 67657 Kaiserslaute
Id: BMO1_000000 315 0 [
it Type Mame Value Range
Station 1, contact 1, digital monitoring channel On / OFF
h DC Station 1. contact 5. digital control channel L1113 On 7 DK
9 AM Station 1, tact 9, analog itoril h 0.00 0,00 .. 4,095V
13 AC Station 1, contact 13, analog control channel 0,00 0,00 .. 10,00 v
17 IC Station 1. contact 17. InterfaceCard 1 10of 10
Ready [1/0

Available site contact types

Currently available contact types are Digital Monitoring, Digital Control, Analog Monitoring, Analog

Control and Interface Card.

To send commands to a specific contact, double-click on the associated contact’s line.

7.2 Sending Commands

The Command Selection window for digital in-

puts offers various selection possibilities. The left
half lists the different command groups; the right
half lists the commands possible within the cur-
rently select command group. To send a com-
mand to a contact, single-click on the desired
command group, and then double-click on the
command to be sent to the remote site. To be
able to send alarm messages, this digital input's
feature must be activated by sending the com-
mand Activation/Messages on both edges.

— Ci d

Query value

Bier srennaging from sontant -
A 0 Vil adas
B are o6 fatling adas
:Messages on both edges

— Parameterization

Values |

Catalog | Alarm | Cancel |

Defaults |

Hotes | Menus | Send | Exit

Digital input activation
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Analog in

— G d

easurement control
imit control

Lower alarm value
pper alarm value
ower warning value

pper warning value |

[~

Lower alarm walue (0.00-40.00 Volts):

|z.nn

—Parameterization

Values | Catalog | Alarm |

Cancel |

Defaults | Hotes | Menus |

Send |

Exit

Analog input

Analog inputs offer a broader range of com-
mand groups and commands due to the fact
that they feature automatic messaging in
warning or alarm conditions. Analog inputs
can be parameterized to send the Comanche
main station a message if the values to be
monitored drop below or raise above any
user-defined warning or alarm values. For you
to enable this feature, select the contact's
Limit control and enable the warning and
alarm margins. Then, select Lower/Upper
Warning/Alarm value and enter the desired
margins.

Click the Alarm button to set the alarm programming for the contact you are editing.

Now select the conditions that will
trigger an alarm and enter the priority
for both alarms and warnings. Priori-
ties can be freely assigned and are
not used by the Comanche software.
They exist for you to easily determine
the severity of an alarm or warning re-
ceived from a specific site contact.

Alarm programming: Analog Monitoring
— Irigger Alarm Alarm Friority Warn Priority
oK |
[+ On lower alarm margin co O co 1 Cancel |
[+ On lower warn margin 2 3 2 3
¥ On upper warn margin 4 5 r4 o5
[+ On upper alarm margin
B &7 Ce CF
— Notificati
Receiver. ( Person & WWarkgroup
Corrosion 1 j|
Motification Text: |: Fax ... |

Alarm programming

Notifications should list the receiver of an alarm or warning message. The receiver can be a single
person or an entire workgroup including the workgroup’s emergency groups. Certainly, before a work-
group can be given here, it first has to be created in Comanche’s Workgroups & Calendar section.

Click OK when you are finished.

Finally, click the Send button. The Comanche Software will dial up the remote site and send the val-

ues and settings to the remote module.

In addition, any contact can be assigned Notes and Measures concerning the handling of an alarm.
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7.3 Comanche System Messages

The Comanche RMC Messages ] Comanche RMC System Messages M=] E3
window is a tool for watching the L0 L] svstem messages 4]

progress the Comanche’s activity — *edsm st SOR2: ho dial on=

11/22008 1 2:05:08 — RMCS message —
H H Unexpecled end ol connsclion o insl S108220769
and process communications. TN IBEEE.1 20511 o RMES message — [

Modem a1t COM2: Command accepled
=

Comanche System Messages

The part to be monitored can be selected by one of the six buttons from the Comanche RMC System
Messages toolbar:

System messages monitors system related items like “Modem detected on Port #2*, “Dialing up
remote installation <<phone number>>“, et cetera.

Installation Messages lists the replies from remote site installations.

Communication lists the codes being sent to and received during process communications.
Job Management lists pending jobs and their termination.

Process Messages shows values received from or sent to the remote site installations.
Alarm lists the alarms the Comanche Software has received from remote site installations.

All of these messages are permanently stored and archived in Comanche’s archive files.
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8 Datalogging

The Comanche RMC System supports datalogging for both off-potential and on-potential measure-
ments as well as the automated measuring of the potential decay curve of an anode bed. It features
user-defined cycle timing, sampling duration and sampling resolution.

8.1 Datalogging for Comanche Chief

8.1.1 Configuring Datalogging support

ﬂame:liﬂ Inst. Comanche Training Seminar
IEumpaaIIee 14, 67657K aiserslauter Cancel |
1d:[BM01_000000 Help |

— Active 5tations

[ Station 1 [v!
[ Datalogger [V

[ Station 3 [ Station 4 [~ Station &
[ Datalogger [ Datalogger [ Datalogger

[ Station B [ Station 7 " Station & " Station 9 [ Station 10
[~ Datalogger [~ Datalogger " Datalogger " Datalogger [~ Datalogger

[~ Station 11 [~ Station 12 [ Station 13 [ Station 14 [~ Station 15
[ Datalogger [ Datalogger [ Datalogger [ Datalogger [ Datalogger

Site Setup

In the Site Setup window, select the site’s stations that have been equipped with a datalogger. In the
example, both Station #1 and Station #2 are activated, but only Station #2 features a datalogger device.
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For off-potential readings, the station has to be equipped with a digital control output to be able to
switch rectifier potential on and off.

Installstion Edit Station Contact Type Datalogger Command Help
B[] @] 18] [station2 -] [an activated A
Installation: #1 Inst. Eomanche Tla'i(nipg SFminal, ,_ 180 |— ’— |— |— |— |—
Id: EMU17I]I]I]I]I]‘I]" orest ,_ sas[ [ [
it Type Hame Walue Range
Station 2. contact 1. analog monitoring channel
2 AW Station 2, tact 2, analog itori h | 0,00 0,00 .. 4095V
b (11 Station 2, contact 5, digital control channel orf On / O
6 DC Station 2. contact 6. digital control channel orf On 7 O
Ready 210

Off-potential configuration

For on-potential readings, there is no need for a separate switching output, as all readings will take
place while the rectifier power is on.

8.1.2 Measurement Settings

Select Datalogger/ Measurement Parameters and enter the measurement type and values for the
readings.

Settings for on/off-potential measurement I

+ Dff-potential measurement Contact zetlings >> |
(" Dn-potential measurement

— Measurement Parameters Cycle Timing
Start - |18.01.01 | 15:45:57 Power ON: |500 ms ¥
Bof cycles: [10 [~ Unlimited Power OEF: [500 ms 7]
Sample rate: |1|1 ms j Cycle length: |5ﬂﬂ ms ¥

— Reszult handling

¥ Send message when ready [+ Start data transfer ko RMCS automatically

0K I Cancel Help
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8.1.3 Measurement Settings Reference

Setting Explanation

The type of potential measurement the site is capable of and

Off-/On-potential measurement configured for. Off-potential measurement requires a digital

control “break switch” that shuts off and on the rectifier power.

Start Date and time of the logging process to be started.

Applies to off potential logging only. The ON & OFF fields must

Power ON/OFF contain the duration for the rectifier to be powered on and off.

Applies to on-potential measurements only. The duration of a

Cycle length single measurement cycle must be given here.

The number of cycles the datalogging will take place. This can

# of cycles be a numeric value, or you can log infinitely by checking the

Unlimited option.

Sample rate

The interval between readings during a cycle. This controls the
resolution of the logging process.

8.1.4 An Off-Potential Example

As an example, with Power On =500 ms and Power Off = 500 m0s, number of cycles = 10 and the
Sample rate = 10 ms, a single cycle’s duration is 500 ms + 500 ms= 1 second. As 10 cycles are to be
logged, the entire logging process will take 10 x 1 second = 10 seconds. As the sample rate is set to 10
ms, the number of readings will be 10 seconds / 0.01 seconds = 1000 readings.

0On/0ff-potential measurement: Uzed contacts E2
|Slaliun 2 j|

— Rectifier Power Switch

Break switch #1. digital control channel

— Monitored Analog Inputs

Contact01 -04: » W [ [ Contact17-20: ™ [ [ I
Contact05-08: ™ [ [ [ Contact21-24: [ [ [ I
Contact09-122 I [ T [ Contact25-28: [ [ I
Contact13-16: [ [ [ [ Contact 23 -32- [ [~ [ [
119 I Cancel | Help |
Contact settings

Click on Contact Settings and then
select the analog inputs that are to
be used for the datalogger readings.
If the selected station will be doing
off-potential readings, then you must
also select the break switch output
that is connected to the rectifier's
switching circuitry.

Click OK when you are finished.
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8.2 Datalogging for the Comanche Elite & Comanche Arrow

8.2.1 Taking Readings

At this point, it is assumed that the Comanche Elite
or Comanche Arrow is installed properly, and that all
parameters have been sent to the remote module,
(example; all the variables such as the password and
the two telephone numbers!). Now, in the menu
Datalogger — Measurement Parameter, all necessary
parameters need to be specified: The interval can
range from 1 to 255 seconds. Generally, a one-
second sampling rate is appropriate. Using the
Datalogger - Command — Reset Logger, which is in
the Comanche software, a connection to the remote
module is established and the logger is reset to its
default state. Now, the Datalogger-Command-Send
Parameter sends the previously defined values to the

Comanche Elite or Comanche Arrow remote station.

After this is completed successfully, the
connection to the remote module can be | fameasdne

Datalogger settings

Start: (220101 141

15 SEC.
15 SEC.

Sample rate: I1 SEC.

0K

Cancel |

9:43

Measurement Parameters

cancelled. When sufficient readings are
taken, the data can be downloaded to the

computer by Datalogger-Command-Stop  Select duisisgger s cammuad

Logging - Start Reading. Alternatively, the | ===t
Comanche Elite or Comanche Arrow °
remote module will call the main station, "

once the datalogger's memory is full and : i :'

the data can be retrieved by Datalogger -
Command - Start Reading. From now on,
the readings are available for processing

-

I Crases ‘Wt
ks
re
a1 I Eexia
1714 B ) !

FPasnmabizing Achee dotn readeg

San Feaiing |

through the Command Center only.

The datalogger command set
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8.3 Datalogger Readings

This is the same to all three Types of Comanche.
To save the readings the Comanche Command Center (see 8.4) must be started.

D atalogger Commands |

Command State

Active Command: Mo datalogger command active

— Select datalogger for command ——— [ Settingge——— | Data Hetrieval
[vStation 1 [~ Station 2 I [Sation 3 Head Settings Start Reading
= |Station 4. [T |Station 5 [T Skation B - :

Send Settings Suspend Heading
I station 7@ [D5tation 8 [ Station 9
["|Station 10/ [~ |Station 11 [~ Station 12 Stop Logging Riesame Reading
" |Station 12 [T |Station 14, [ Station 15 Rezet Logger Cancel Command

Help

To start a datalogger reading, click on Send Parameters in the Datalogger Command window.
The Comanche RMC software will send the command to all activated dataloggers of the selected in-
stallation and list the datalogging process in the Command State window.

A reference of the Datalogger Commands window:

Read Parameters Re-read the datalogger settings (parameters) from the addressed datalogger

stations.
Send Parameters Sends the configured settings to all datalogger stations of the site.
Stop Logging Stops datalogging for the selected station(s).

Erases any data that the datalogger is currently holding. Be extremely care-
ful sending this command to a site!

Reset Logger

Initiates the datalogger sending the station’s readings to the Comanche main

Start Reading station

The retrieved datalogger readings can be processed with the Comanche Data Agency.
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8.4 Using the Datalogger and the Command Center

8.4.1 Initiating the Software
First, start the Comanche System basic software, and then initiate the Comanche Command Center.

File  Edit Miew

i ¢ | | |
S 2® [Cata logger]

=gl otz

] scheduled
u C:ane
Ll canceled
Connect RMCS main statien ML 4

The Command Center main menu

The proper installation and connection of these two software modules can be verified in the Comanche
Command Center‘s menu Option-Connect RMCS. In the Comanche Command Center‘s menu Op-
tion-Connect RMCS it also can be established manually.

8.4.2 Transferring Data

In the tree diagram on the left hand, all readings are available for user access. To retrieve the data, the
tree needs to be expanded to the second level by clicking the box left of Comanche. Now, the menu
option Data logger in the tree needs to be marked by a left mouse click and be activated by a right
mouse click. The appropriate icon in the menu status bar at the top is activated (6! icon from the left).
By pressing this icon, the data management tool will be invoked in the right window. Now, the full tree
can be expanded and the complete schedule can be inspected.

The finished measurements you will find K j

in the menu point Done. After choosing o om: el ot

n | po! - ATE &) [l8lfE 2| 2

the installation in the tree diagram and :

the measurements in the right window, |=% %,

the readings can be exported as a . "g,“'m

*CSV file by using Station-Export to -

File. Alternatively, it can be viewed as W comsmeo Sxo i

an EXCEL file by Export To Excel. i — e
ez e
Ganeral |L'I Slabon | |

Far Halp, presa Fl T hom[

The expanded Command Center
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8.4.3 Processing Data

After initiating EXCEL, the data will be available automatically, or it can be loaded from the directory
Comanche — Command Center as a *.CSV file. Visualization and data interpretation can be done ac-
cording to the regular EXCEL features.

An Excel example

xgel- FITERED _tth.KLS

”@ Qc:fe Bearkeiten Ansicht Einfigen Formal Extras Diagramm Fenster 2 ;lﬁlﬁl
DedH sy | iRy - - |Aa@®| > ~elillim@gs = 7

| sie=|r R U= = =S S

-
Column Two C2-R3, Reference Thres

200,00

150,00
160,00
140,00
120,00
100,00 {-
soo0 4 [

G000 S

40,00 4

20,00 4

0,00 T T } ! | | |
252619 0:40:19 1:52:19 G:04:19 4:16:19 52819 God0:19 V5219 S

|— Column Twe C2-R3, FlcferenceThrq

4[4 [» [#]s Diagrammi £ Data £ C2-Rl 4 C2-F2 % C2-R3 7 C2-Ra £ |4 {
Bereit | I | | | MF | | | S
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Message List

The Comanche RMC Message list enables you to keep track of all incoming process messages, both
routine and alarm notifications. It also gives you the option of filtering messages to reflect a specific time
frame, installation, contact type or message priority.

With the AUTO button locked, any in-
coming messages will scroll forward
continuously. Single messages can be
locked and selected by highlighting the
LOCK MESSAGE button on the left of
each message line. If you click on the
VISUALIZATION icon with a single
message selected (locked), the Co-
manche System will take you to the
worksheet or series of worksheets that
the contact is related too and which
the locked message appears in.

Filter.

Rernarks:

STANDARD.FLT

Standardfilter, all messages

A channel

H
H-
=gs8, e 11425498, 00.06:19, Fric: 0,
=" [0 T DLE, Backoiane 1
= Dataloqger station 18 sucsesfuluread
- 1112556, 00.06:12, P, —
% Hote B DLE, Backolane 1
§ — Fieset sounter seation 1515 4
- 1 1125436, 00:05:50, Frio:, —
HET T OLE, Backoiane 1
i, Station {5, contsct 29, daital conirol
= Canrt vsive On
== - 1112549, 00:0%:07, Frie: 0, —
— D T DLE, Backpians 1
Station 15, contsct 6. snzioa contii channel
I e e 500

|| —

=

|| —

Message list

If the contact sending the message or alarm was assigned notes or instructions (measures), the mes-
sage’s Notes and/or Instructions (Measures) buttons are highlighted and can be selected. Notes and
Instructions (measures) could, for example, list special “actions required” for a certain alarm condition
or “actions taken” in response to a an alarm or warning condition.

8.5 Filter Editor

To show the Filter Editor click on the Filter Editor Icon. —

The Filter Editor is used for creating
or editing message filters. Message
filtering is especially useful while
monitoring values and/or alarms for a
specific remote contact. In this exam-
ple, the filter's focus is set on all ana-
log input values that were received
from a single remote site between
September 27th 1996 and January 1st
1997.

-~

Filter

Remarks:

ANAONE.FLT

Analon inouts #1 Comanche Installation

Day Month  ‘Year

Setngtme %7 9 1996
Endngtme 1 1 1997

Trstallatian #1Inst. Comanche Training Seminat

Hauptstrass= 89, 67637 Dtterbera

e of prosess vanable [ Digitaliog. [ Digreal oy

Filter Editor
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8.6 Message Control

To show the Message Control window click on the Message Control Icon. ==
The Message Control window gives an overview of the
amount of alarms and messages that the main station has Alarme. 0 —
received during a certain period of time. If, for example, Messages: 0 TrEE
the message control is reset at 5 p.m. and inspected again Sy G
at 9 a.m. next day, it will show how many alarms and mes- L :

) . . . ast Alarm: ?
sages came in over night. It will also show date and time of Last message:  ?

the last messages that were received. p |
[1E

Message Control
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9 Surveillance

A basic problem of modem communications is that it cannot be guaranteed that a connection will be
established any time it is required. For example, either the main station or one of the installations could
become unavailable due to roadwork or phone system maintenance, or an entire telephone-cabling
branch could have gone out of service due to a telephone system blackout.

The Comanche Surveillance therefore is a feature for constantly monitoring and testing the ability of
establishing connections between the Comanche main station and the Comanche remote modules.
Monitoring intervals and options in case of a failure can be set by the main station’s administrator.

The Comanche Surveillance window is divided — Besuskiciis ror——
i % Installation = oK |
into two parts: (?ID,.,J'",WM _— ‘ [ Fi —

The upper half lists the remote installations hock | Moty | New |  Delats
the surveillance is applied to T— ;
The lower half lists the installations’ contacts [ SN
that are being monitored constantly
The Check button will force immediate checking
for the “reachability” of the installation and all
specified contacts. et Manorng #1 03 0773

1| digital monitoring channel minules

9 . 1 Su rvel I Ian Ce paramete rS Installation surveillance - Modify process vanable

In the Surveillance Interval & Actions dialog box the | Installation
call interval, date and time are specified. The COm- | [t Comanche Hiaining Seminar
mand field contains the action that will be performed to

test the installation’s state. The “Command’ field’s
contents can vary depending on the contact type being
monitored. For example, the command for digital out-

— Process vaniable

Digital Monitoring #1
digital monitoring channel

Call interval:

puts could be “Query”, Is the Switch ON or is it OFF, Neat call-
while digital inputs are restricted to “Query” only. Command: [query 5

119 I Cancel | Help |

Surveillance Interval & Actions

Installation surveillance - Modify installations

ey o e s et Alarm handling should always be enabled for installations un-

Hauptstrasse 89, 67697 Otterberg . . e
der surveillance. In case of a surveillance call failing, the Co-
P manche System will send an _installa_tion alarm to the person

0 N or workgroup being on duty for installation alarms.
Bundle calls within

Smin 7] i . . . .
Atarm The Call bundling settings state how many surveillance jobs will
( et T bt be performed during a single call to a monitored installation.

Changing its defaults usually is not needed.

Cancel | Help

Call bundling & Alarm handling
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10 Multi-user Administration

The Comanche system offers multi-user and password protection support at user level. Access pass-
words can be changed and deleted, and all non-authorized personnel can be refused access to the
Comanche RMC system. Additionally, the entire system can be locked until an authorized user logs in

again.

10.1 Password Editor

The Password Editor is used for
creating, changing or deleting Co-
manche user accounts. Access con-
trol can be set to SYSTEM, MODI-
FYING or APPLYING:
SYSTEM accounts can fully ad-
minister the Comanche RMC
System, including the multi-user
administration.
MODIFYING accounts can fully
administer the system except from
adding/ deleting/changing other
users’ rights and passwords.

H
e
*I SYSTEM Comanche System Administration Account
Delete PYY [ Applying I System
Modifying
TOM YWHITE Cornanche Systern Administrator
Delete Py | Applying [ System
Modifying
FRANCINE WMILLER Comanche Svstem Administrator
Delete PYY | Applying [ System
Madifying

000

il

262

Password Editor

APPLYING accounts can apply most of Comanche’s features, but cannot add, change or delete any
system components or settings (e.g. modems, sites, passwords).

10.2 Login Logging

The Comanche main station logs any
successful or unsuccessful attempt to
login to the system. A user logging in
successfully is logged with his/her login
account and description and is respon-
sible for any action and reaction per-
formed during the time he/she is logged
in.

10.3 Passwords

Enmanche RMC System Meszages

_I _I_I D _I _I Systemn messages

[l B3

112EMBE 10401 & — RMCS message —
UserlD. SYSTEM -

Logged in.

11/25/8615:50:51 — RMCS message —

Usgr 1D, TOM WHITE - Comanche Syslem Administralor
Logged in.

1 1!25.!'98.1 S:51:06 —RMCE message —
KModem a1 COM2: Modem on porl delecled
11/2E856135:51:09 — RMCSE message —
KModem al COM2: Command accepled
11281 53:51110 — RMCS message —
Modem al CCM2: Mo conlaclwilh modem al porl

[
[

Login logging

To enter a password for a new user, Comanche needs to be locked first. When Comanche asks for
the password, the new password must be typed twice to check for the password’s correct spelling.
After that, the user’s password is registered and saved.
To change an existing password, the old password first has to be deleted in the password editor
window. Then, follow the directions for ,entering a password for a new user*.
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11 Comanche Visualization System

The Comanche Visualization System offers a graphical, easy-to-understand, user interface to the
remote monitoring and control processes, which is the Worksheet System. Due to the Visualization's
OLE (Object Linking and Embedding) support, any program with OLE-capability can output into a Co-
manche worksheet.

11.1 Viewer mode and Edit Mode

The Comanche Visualization can be launched in two different modes: Viewer mode and Edit mode.
The viewer mode is used for displaying previously created worksheets, while the edit mode Visualiza-
tion can be used for both creating and viewing/testing worksheets.

EZ Comanche RMCS =] E3
Starting the Visualization from the Comanche RMC | Bl =i Edt Setp Help

System main panel will launch the Visualization in ‘Eﬁ = ‘ ‘E <) |-(]]]j
the Viewer mode. Feady Z01196  [09.36

Viewer mode Visualization

% Comanche RMCS (- [O] =]
File Edit Yiew Help

S

Comanche AMCS Comanche RMC System

Visualization Messages Starting the Visualization from the Comanche RMCS program
@ @ % group will launch the Visualization in Edit mode.

i Wisualization Help  Maintain RMCS
Data Base

|6 object(s) |2,37KB 4
Edit mode Visualization

11.2 Using worksheets
FII’S'[, Start the VISU8.|I2at|0n |n f: Comanche RMCS Visualization - SALTLAKE ABL

: whorksheet o
viewer mode and open an
any existing worksheet by (D Pipeline System - Salt Lake District

clicking on the Visualization's
Worksheet/Load command,
then select a worksheet from

the file menu. T3 Pipeline Company
Worksheets can feature the [qume

H. Cartwright

issuing of commands, links to | e
. Banders

other worksheets that are part | ccutioen

of a worksheet system as well | """
as top-down views on specific 1B |
|nsta”at|0ns FOI’ you tO Ut|||Ze Jump to aworksheetchcomanche dmoywrksheet SALTLAKE ABL I [MUR |

. Using a worksheet
a command or link feature,
double-click on the related symbol within the worksheet.
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11.3 Worksheet editing basics

To create a new or edit an existing worksheet, open the Visualization in edit mode. To insert new text,
a rectangle, OLE or parameter objects, select the desired object type from the Visualization toolbar or
Object menu. Then move the mouse pointer to the point where you want the new object to be placed.
Press and hold down the left mouse button and change the object’s size to your needs. Then release
the mouse button. Double-click on the new object to edit its properties:

Text objects can be assigned any font and color Windows
9x supports. Text can consist of one or more lines, de-
pending on the size the text object was assigned. Text can
be centered or justified left or right.

xample Text

Text object

Rectangle objects can be assigned various shape,

frame and fill styles as well as colors.
| = Y
- EZRNE:

-

.

Cancel |

Rectangle object

OLE objects’ looks depend on the program they were created with. Common examples of OLE-
capable applications are CorelDraw!™, Microsoft Draw™ or Micrografx Designer™.

Link Objects are used to insert jumps to other worksheets within a worksheet system. Each link can be
assigned both a link bitmap and the path to the worksheet to be jumped to.
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11.4 Parameter Objects

A Parameter object is a graphical user interface to a remote installation’s contact. It therefore can have
one of the following types: digital input, digital output, analog input or analog output.

The following example shows the creation of a new parameter object of the Analog input type:

With the Comanche RMCS running,
tart the Visualization in edit mode, ~— ZEhshest Zef ot Cheel Rermes

E:Jm the Visualization menu, select el [AJOTISIE) (R =] [B] s anciog o 7]
Object/Parameter, then choose the = = n

parameter type, Analog Input, from
the Visualization toolbar. Move the
mouse pointer to the position where the
parameter object will be located. Press [ [ ]
and hold the left mouse button and size
the parameter object. When finished,
release the left mouse button and you
will be presented with a new parameter [ = |

object. New Parameter Object

RMCS:Analog input Double-click on the parameter object

Analog inputvalue 7] to edit its properties. The Settings

— window selects what the parameter

object will display in the normal and

lower/upper warning and alarm mar-

gin states. Unselect the displaying of

| lower and upper warn and alarm mar-

[] Lower alarm margin gins. Now, you will edit the design for
the parameter’s normal state.

[ ] Lowerwarn margin

L4 nommal

[] Upperwarn margin

[ ] Upper alarm margin

Parameter Object Properties

Generally, any text and/or graphics can be displayed for a certain parameter state. For example, you
could draw different symbols in CorelDraw! and assign each symbol to display a different parameter
state. By inserting the CorelDraw! objects into the parameter object, each symbol would be displayed
for the appropriate contact state.
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The Comanche Visualization also offers a way to display contact-related information that has been

entered in the Site Editor: The Parameter Values
button ‘). Having clicked this button while editing
a parameter object lets you insert contact-related
information like the current value and unit, contact
name and description and the date and time the
last messages from the installation were received.
Analog inputs also feature input value bars that
display values on a percentage base.

Having selected a single item of a parameter ob-
ject, the related ‘Settings’ window is displayed with
two columns of checkboxes. The right column se-
lects the contact status currently being edited. The
left column selects the states in which the selected
object will also appear.

An example: Supposing you are editing an analog
input parameter object, and you want the value bar
displayed green for normal, yellow for warning and
red for it's alarm state. Numeric value, unit, date,
time display etc. should always be displayed black
and white. Thus, for any items of the parameter

FrocvarMame 2 j

RMCS:Analog input

= — &) -
B +99999.9:0[ Unit ]
n - u|

[

TT.MM..LI
HH:MM.55

ProcVarName 1 |

Proc¥arName 2 ]

Settings

[] [] Lower alarm margin
[] [] Lowerwarm margin
<] 4 normal

[ ][] Upperwarn margin
[] [] Upper alarm margin

Inserting Parameter Values

object except for the value bar, all the left column’s check boxes would be checked.

11.5 Connecting Parameter Objects

+09999.99 [ Unit ]

Discunnectfg

Edit

TT.MM.1J
HH:MM.55

[ ProcVarName 1

[ ProcYarName 2 ]
=

Connecting a Parameter Object

and states, they must be connected to a site. To connect a
parameter object, select it by a left mouse click. Then, con-
nect it to a site by a right mouse click. Choose the target pro-
cess variable from the site and contact menus.

n u T Before parameter objects are able to display process values

When you are finished, save the parameter object using the
Visualization’s Worksheet/Save as... option. Once saved,
parameter objects can be used as templates and be used
again in further projects.
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11.6 Viewing the Worksheet

Once the worksheet and the parameter object designs have been completed and all parameters are
connected to the installations, the worksheet or worksheet system (multiple linked sheets) can be used
for a process display and also for communications. This can be done by:

Switching the edit mode Visualization to user mode selecting Worksheet/Switch to User mode.
This should be applied for designing and testing only!

Starting the viewer mode visualization from the Comanche main panel.

.r'a Comanche RMCS VYisualization - BRECT 7028 _ABL

Wwiorkzheet

& Borin Anodes

T35 Pipeline Company

Anode Type:

Mo data

Semice technician:
L. mMcCullach
FPhone: 314 - 401 - 2691

= ||| anode#1 | [ anode #2 | | Anode #3 | | Anode#4 | [ Anode #5 | | Anode #6 |
Fress F1 for help FILIkA
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12 Modems - Information and Troubleshooting

12.1 Introduction

The following contains some basic information about modems and also some hints for troubleshooting
modems in general. A modem is a device that allows your computer to communicate via telephone line,
cellular phone, radio or satellite. The word ‘modem’ is an abbreviation of modulator-demodulator which
means that the modem transforms computer data into telephone signals and vice versa. There are two
kinds of modems: built-in modems on internal add-on cards inside the computer and external modems,
which have to be connected to a serial port of the computer.

In the Comanche Remote Monitoring and Control System, modems provide communication between
the remote modules (remote sites) which are located at the rectifier or remote field hardware, and the
Comanche RMCS main station. Over and above that, the Comanche RMCS uses modems to send
fax messages and to contact pager services.

12.2 Connecting an external modem to the Comanche RMCS main station
The parts required for connecting an external modem to the RMCS main station are:

A personal computer with Microsoft Windows 98, 2000 or NT operating system (the main station)
An external modem

A power supply adapter for the modem (usually delivered with the modem)

A serial cable to connect the modem to the computer (usually delivered with the modem)

A cable for the connection between modem and telephone line or communication device (usually
delivered with the modem)

A telephone socket
The manuals of the modem and the personal computer

The following instructions explain the necessary steps for connecting and installing an external modem
to the Comanche RMCS main station. See your modem manual for details about establishing the ca-
ble connections.

1. Connect the modem to the AC power line. Make sure that you use a power supply adapter that is
suitable for your modem.

2. Connect the modem to the telephone network.

3. Check, which RS-232C serial port is available on your computer. Generally, personal computers
have two serial ports, named COM1 and COM2. In most cases COML1 is used for your mouse, so if
this is the case, use the COM2 port for your modem installation. Note: If your personal computer
contains a DigiBoarda card, more serial ports for modem connections are available. For more in-
formation, regarding this serial port expansion card, see the manual enclosed with the DigiBoard.

4. Connect your modem to a free serial port on your computer. Note: There are two kinds of
plugs/sockets for serial connections with personal computers: one with 9 pins (DB-9) and one with
25 pins (DB-25). If the cable plugs on your serial cable do not fit together with the sockets on your
modem and/or your computer, use a suitable adapter which, are available at any computer store.
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12.2 (Continued)

5. Switch on your modem.

6. Next, start your computer.

7. Set up the modem as it is described in chapter "Main Station Hardware Setup™ of this document.

If your computer has a built-in modem, see your computer and modem manual for information about in-
stallation.

12.3 AT commands

A modem can work in two different states: the DATA STATE or the COMMAND STATE. When the
modem is in the Data State, it is considered to be ON-LINE. In this state all data that is generated by
the computer is sent first to the modem and then transmitted through any of a variety of communication
systems, such as a land telephone line to another modem. Data can only be exchanged between two
modems when both are On-Line.

When the computer sends the string "+++" (the escape sequence) to the modem, it will switch to the
Command State. In the Command State the computer can control the modem's behavior by sending
it specific commands, called AT Commands. Every command line has the prefix AT which stands for
“Attention” and is followed by one or more commands. You can find a list of all the possible AT
Commands in your modem manual.

To switch back to the Data State, the AT Command ATO has to be sent. Note: the length of an AT
command line must not exceed 40 characters.

AT commands were originally developed by Hayes for their Smart modemsa . This is why today we
reference the sub-set of AT commands as the “Hayes standard”. Your modem may support some AT
commands, which are not part of the "Hayes standard". See your modem manual for details.

AT commands are used to manipulate several parameters for initialization of the modem, examples
would be, data speed or dialing.

12.4 Modem Initialization

The Comanche software, will automatically initialized any connected modem or modems with a
specific AT command line. The AT command line used by the Comanche Software for initialization,
for every connected modem, can be seen in the modem configuration box.

When you click the Modem Configuration icon in the Comanche Main Panel. An overview of all avail-
able serial ports (COM ports) and any modems connected to these ports are previewed. To open the
modem configuration box for a certain modem, click the right mouse button over the icon of the modem
concerned. The window Modem Configuration will open. In the section "Modem" you find an expand-
able list "Modem-type” with pre-defined modems (press button on the right of the list). Select the type
of the modem you have connected to the computer. The entry at "Init. sequence” below the modem
type shows the accompanying AT command line.

If you cannot find your modem in the modem list, you have to choose User defined as modem type. In
this case it is necessary to insert an appropriate AT command line at "Init. sequence”. The recom-
mended AT command line for a user defined modem is:
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AT &F &S0 &C1 &D2 EQ V1

The commands in that AT command line have the following meanings:

&F

&S0

&Cl1

&D2

EO

Vi

resets the modem's parameters to the factory defaults. The &F command must additionally ac-
tivate the "bi-directional RTS/CTS hardware handshake™ which, is necessary for proper mo-
dem communications. RTS stands for "request to send" which is a signal on a certain wire of
the RS232-C serial interface that is used for a special kind of communication control (so-called
hardware handshake). CTS stands for "clear to send"” and is another handshake signal.

sets the modem's DSR signal to be always active. DSR stands for "data send ready" which is
a signal transmitted on a specific wire of the RS232-C serial interface.

activates the modem's DCD signal during an established connection. DCD means "data carrier
detected”. The DCD signal uses a specific wire of the RS232-C interface. The data carrier is a
special signal on the telephone line on which the transferred data is carried (i. e. modulated).

causes the modem to hang up when the modem's DTR signal becomes inactive. DTR is the
abbreviation for "data terminal ready"”. Here, data terminal is another term for main station
computer. The DTR signal uses a specific wire of the RS232-C interface, too. The &D2 com-
mand makes sure that the modem does not hold the line when communication between modem
and computer has ended.

prevents the modem from "echoing™ the AT commands. Normally, every AT command sent to
the modem by the computer is repeated (echoed) by the modem and sent back to the com-
puter. The EO command switches off echoing.

lets the modem return alphanumeric answers. In the command state, for example while establi-
shing a telephone connection, the modem sends certain messages to the computer. V1 causes
the modem to send the messages in a readable text format. Commonly used messages are:

OK modem has accepted the AT command
RING modem is receiving a call
CONNECT n modem has a connection at n baud
(baud is the measure of the data transmitting rate)
BUSY line is busy
NO CARRIER modem cannot detect data carrier
NO DIALTONE modem cannot access telephone line
(for example, the line is being used by a telephone)
ERROR improper or incorrect AT command

Since different modems support different sets of AT commands, your modem may not understand one
or more of the commands shown above. In this case, see your modem manual to determine which
command has the same effect on your modem as the one described above. Note: An improper or incor-
rect command line may cause the modem to not connect to the telephone line.
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12.5 Dial sequence

In section "Dial”, of the modem configuration box, you have to enter several specific AT commands
that will control the dial actions of the modem. Note, the telephone number which, the modem must dial
to contact a remote Comanche module must not be inserted here.

There are two dial methods in a telephone network: the tone dial method and the pulse dial method.
The tone dial method uses different harmonic tones to represent the dialed numbers. The pulse dialing
method transforms a dialed number into a pulse sequence. The tone dial method is the standard
method used in the United States. In the AT commands vocabulary, DT stands for the tone dial
method and DP stands for the pulse dial method.

Basically, there are two possibilities for connecting a modem to the telephone network. You can either
connect the modem directly to a dedicated telephone line, or you can connect the modem to an internal
telephone system. In the AT commands, X4 is used for modems connected to a dedicated line and X3
is used for modems connected to an internal telephone system.

If your modem is connected to a dedicated line, select "external” in the "Dial” section and insert the
AT command AT X4 DT at "external” if your telephone network uses the tone dial method. If your
telephone network uses the pulse dial method, you must to insert AT X4 DP.

If you are connecting your modem to an internal phone system, select both “internal” and “external®.
The AT command at "internal" is used for internal calls, such as installations that are inside the same
building which are connected to the same internal telephone system. The AT command at "external” is
used for external calls, such as remote Comanche module installations, pagers or facsimile machines.
The corresponding AT commands are AT X3 DT and AT X3 DP, respectively. If you are required to dial
a specific number to get an outside line in your internal telephone system, this number must be added
to the AT command at "external”. Example: If you are required to dial "9" for an outside line, then the
corresponding AT command is AT X3 DT 9 (tone dial method assumed).

Some internal telephone systems require a short break (approx. 2 seconds) before dialing an external
number. In this case you can add a comma to the AT command for external calls. In our example, the
complete AT command at "external” reads "AT X3 DT 9,".

12.6 Baud rate

The baud rate is a measure of the amount of data being transferred between two modems per second.
The measure is called baud. In section "Default Baud rate” in the modem configuration box you can
select the baud rate that the modem normally uses to transfer data to another modem. An appropriate
value is 2400 or 4800 baud.

12.7 Accept Calls

In section "Calls" of the modem configuration box you can select whether the modem shall accept or
reject incoming calls. If you select "accept”, the modem answers every call coming in from the outside.
If you select "reject”, the modem ignores all incoming call.
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12.8 Job Control
In section "Job" of the modem configuration box you can select what kind of job the modem has to do:

If the modem is to contact a Comanche remote module (a remote installation), select "Process".

If the modem is to send messages to a pager service, select "Pager".

If the modem s to send fax messages, select "Fax". Note: this will work for "class Il fax modems
only, see modem manual for details.

You can select one or more of these options. Note, that if you select none of the above options, the
modem will not dial out. The modem will accept calls only if "accept” is selected in the "Calls" section.

® Registered trademark of BORIN Manufacturing LLC Page 46




Comanche® RMC System Software Manual

12.9 Troubleshooting

If after installing your modem it does not work properly, the problem may be one or more of several
causes. The following should give you some hints for troubleshooting.

If the modem does not work at all, make sure that .......

the modem is connected to the mains and is switched on. Most modems have display indicators so
you can see if the modem is switched on.

the modem is connected correctly to the telephone line. Note, that many modems have two sockets
for telephone cables. One to connect the modem to the telephone line (usually marked with a tele-
phone socket symbol or the word "line") and another one to connect a telephone to the modem
(usually marked with a telephone symbol or the word "phone"). Make sure, that you use the line
socket, see your modem manual if necessary.

the modem is connected correctly to the Comanche main station computer.

If the modem cannot make contact with a remote installation, it is possible that the telephone line or the
remote installation is malfunctioning. To check this, disconnect the modem from the telephone socket
and plug in a regular telephone. If you cannot hear the dial tone, your telephone line is dead. Assum-
ing that the telephone line is operational then dial the number of the remote installation. If the remote
installation is okay, you will here modem signals (static noise and whistling) in the receiver. Do not for-
get to reconnect the modem to the telephone line after ending that test.

If the above test, with the regular telephone was successful, then you must check if the Comanche
main station computer can communicate with it’s modem. To test this you can use a terminal program,
for instance, the Hyper Terminal program of Windows 98, 2000 or NT. A terminal program allows
you to enter both data and AT commands to your modem directly via computer keyboard and to see re-
ceived data and modem messages on your computer screen. The use of the Hyper Terminal program is
described as follows:

End the Comanche RMCS Program.
Reset the modem by switching it off and on.

Select "Start/Programs/Accessories/Hyper Terminal™ in the start menu of Windows. Next, the
"Accessories" window will open.

Double-click the folder icon named "Hyper Terminal” in the "Accessories™ window, the "Hyper
Terminal" window will open.

Double-click the "Hyper Terminal™ icon, the Hyper Terminal program will start.

The Hyper Terminal program will ask you to enter a name for your terminal session. Enter any
name, for example "test", and press "OK".

Next the Hyper Terminal program will ask you to enter the telephone number that should be dialed
by the modem. Since we only want to check the communication between modem and computer, it
is irrelevant which number is entered.

Now the Hyper Terminal is ready to accept any input.
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Enter "AT" and press the return key. The modem will answer with "OK" if the communications are cor-
rectly established. If you do not receive this reply, communication between computer and modem is not
functional. If this is the case then check, if

the modem is connected correctly to the computer.
the modem is correctly installed under Windows 98, 2000 or NT.

Restart the Hyper Terminal program and try the above procedure again. If the modem accepts the
"AT" input, then try the complete AT command line that is entered at "Initialization Sequence™ in the
modem configuration box of the Comanche RMCS software, an example would be:

AT &F &S0 &C1 &D2 E0 V1

If the modem answers with "ERROR" it does not understand one or more of the AT commands. Try the
single commands one by one (do not forget to put "AT" before every single command) and check which
command or commands are answered with "ERROR". See your modem manual for alternative com-
mands that have the same effect as the ones which were rejected, using them repeat the above.

When using a terminal program, you will note that some AT commands produce visual and sound ef-
fects that are channeled to the output on your computer screen and to the modem's speaker. Here are
some examples:

ATEO  switches echo off. Depending of the settings of your terminal program you may not see on
screen what you enter on your keyboard.

ATE1  switches echo on. Depending of the settings of your terminal program you may see your
keyboard inputs twice on screen.

ATVO  displays modem messages as number codes.
ATV1  displays modem messages in readable text format.
AT MO turns off the modem's built-in speaker.

AT M1  turns on speaker until carrier detected.

AT M2  the modem's speaker is always on.

AT L0-3 adjusts the speaker's volume control: AT LO low volume, AT L3 high volume.

To dial out from the terminal program you have to enter the appropriate dial sequence (see chapter
"Dial sequence") followed by the number you want to dial.

If dialing was successful, the modem will answer "CONNECT n" where n is the baud rate (for example,
CONNECT 1200) and will automatically switch to the data state. To switch back to command state, you
have to input the escape sequence "+++". To end a call, enter "ATH" in command state. See your mo-
dem manual for further AT commands.

When you have determined an appropriate AT command line for initialization, end the terminal pro-
gram and start the Comanche RMCS software. Open the modem configuration box and enter the
new AT command line at the "Initialization Sequence”.
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If the modem still does not work properly, check to see if you have the correct settings in the modem
configuration box.

Check if you have entered the correct AT command lines for dialing at the "Dial" section.
Try to use another baud rate - section "Default Baud-Rate".

If the modem does not answer incoming calls, check to see if you have selected "accept” at the
"Calls" section.

If the modem does not dial out, check if you have selected any services at the "Job" section and
check if you have entered the correct telephone number of the remote site.

If you have any further questions, see your modem and computer manuals for hardware-specific infor-
mation or give us a call and discuss with on of our communication engineers. We would like to here
from you anyway just to discuss how your Comanche RMCS system is being applied.
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For CUSTOMER SERVICE & TECHNICAL SUPPORT please call the numbers listed below. There is
always a real person that will answers the telephone. You will never get an automated computer voice
or a recording that tells you to wait or punch this number if you want this, or punch that number if you

want that. A real live person will immediately be at your service!

BORIN Manufacturing LLC
13449 Beach Avenue
Marina del Rey, California 90292
United States of America

Telephone 1-310-822-1000
Facsimile 1-310-822-0789
email borin@borin.com
web-site www.borin.com
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